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Legal Disclaimer

This information is not intended to be legal advice but simply informed opinions from our panel,
and may not be used as legal advice. Legal advice must be tailored to the specific circumstances
of each case. Every effort has been made to assure this information is up-to-date. It is not
intended to be a full and exhaustive explanation of the law in any area, nor should it be used to
replace the advice of your own legal counsel.

The views and opinions expressed herein are solely those of the Compliance Professionals
Forum. The information and any materials are provided “as is” and the CPF along with its
parent organization expressly disclaim all warranties, conditions, representations, indemnities
and guarantees whether express or implied, arising by law or custom. In no event will the CPF
be held liable for any claim or action arising from or related to your failure to comply with any
laws or regulations. Your use of these materials constitutes full and sufficient consideration for,
and acceptance by you, of the above terms.
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Contributor

Dan Huston, CPA, CFIRS

Dan has worked in the banking industry since 1979 and has extensive knowledge of bank operations,
lending, and related compliance. His focus is compliance with Federal regulations, product development,
and processing efficiency.

Dan directs the firm’s internal audit and regulatory compliance services for financial institutions. Dan’s
areas of expertise include credit underwriting and lending compliance, anti-money laundering program
administration, item processing, funds delivery, fiduciary services, loan origination and servicing, and
trust and fiduciary operations.
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Introduction:

What is Vendor Risk Management?

Cost control, efficiency of process, and the globalization of the ARM industry have significantly increased
the use of outside vendors to manage everything from the telephony systems we use, to the letters we
send, to the individuals speaking to our customers.

With that expansion of outsourcing there is a risk of those tasks being done incorrectly or outside of
compliance with either your policies or regulatory guidelines. Recognizing, reviewing and remediation
have become not just a good idea but a vital part of the relationships with your vendors. These vendors
have become an extension of your company.

You must increase your review of these companies to ensure good corporate governance. You need to
understand the risk they pose to your organization along with the obvious benefits.

Why you need to do this:

Regulatory changes are the primary reason most of the industry began to really look into vendor risk
assessments. But there should be other driving factors in your efforts. Damage to your reputation,
client requirements and finding potential legal issues are equally important and should play a part in
your process.

What is involved in a Vendor Risk Management Program?

The program should be a formal process to identify and measure third-party risk, review the
implications of that risk and build and implement controls with your vendors to mitigate that risk
wherever possible.

It can look many different ways. It can be tracked in excel spreadsheets or entered into a number of
good process management systems available to the industry. It should be driven by the core values of
your company, augmented by your policies and procedures and ultimately enhance the consumer
experience by ensuring quality and accuracy in your dealings with those consumers.
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